ABTOopM3auma ssh Ha xocTax No K4y

PEL OC

Windows
Putty

PEL OC

CreHepupyinTe Knto4 yTuanmton ssh-keygen:

ssh-keygen -t rsa

YTunnta vHpopMMpyeT O KaTaslore pasMelleHNs CreHepupoBaHHbIX Kito4den. Katanor
MO>XHO U3MEHUTb, YKa3aB APYron NyTb (He peKkoMeHayeTCs):

Generating public/private rsa key pair.

Enter file in which to save the key (/home/admin/.ssh/id_rsa):

Hanee O6yneT npeasioXkeHo YCTAaHOBUTbL MapoJjlb Ha KAWY  Ans  3aWuTbl  OT
HECaHKLUMOHUPOBAHHOIrO AO0CTyNa TpeTbuMxX nuy. Onuums He aBnsieTcss obs3aTenbHOWN.
Ecnun ocTaBuTb nosie NycTbiM, Naposib He ByaeT yCTaHOB/EH:

Created directory '/home/admin/.ssh'.

Enter passphrase (empty for no passphrase):

MNocne 3TOro NpPoucxXoauT reHepauus kiw4den. o 3aBeplleHUN npouecca reHepauumu
OynoyT ykasaHbl KaTanorum xpaHeHus id_rsa (npmBaTHas 4acTb ki4va) v id_rsa.pub
(nybnn4Hasa 4acTb Kato4a).

Mepepaua OTKprTOﬁ 4acCTuU KJjilo4a Ha cepBep

OTKpbITYIO 4acTb KJOYa nepepanTe Ha cepsep npu nomown ytunmtbl ssh-copy-id B
dopmaTe BMAa:

ssh-copy-id -i <nyTb_[o_knw4a> root@<IP-agpec_cepsepa_uan FQDN>

Hanpumep:

ssh-copy-id -i ~/.ssh/id_rsa.pub root@192.168.100.61

Mpwu NepBOM NOAKJIYEHUN K cepBepy byaeT nNpeasioXXeHo NMpoBepuUTh OTNeYaToK KJitoya
fingerprint. 0ns noaTBepxaeHns HabepuTe yes. OTnevyaTok KJoYva byaeT coxpaHeH B



ann ~/.ssh/known_hosts.

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
“/home/admin/.ssh/id_rsa.pub"

The authenticity of host '192.168.100.61 (192.168.100.61)' can't be established.
ED25519 key fingerprint is

SHA256:930eMFb4bpE4SMd39cH5QqShw3yFmMXi4Wh5VfS260g.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Nlanee 6yneT npensioXXeHo BBECTU Maposib NMoJsib3oBaTesns root xocTa:

root@192.168.100.61's password: <napoJsib_root>

BbIMoSIHNTE NPOBEPKY NOAK/IIOYEHNS K CepBepPY C MOMOLLLIO KOMaH4bl BUAa:

ssh root@<IP-anpec_cepsepa>

HacTpo#ka noBepgeHua kKnmeHta SSH

IAns ynpoweHns AocTyna K pasM4yHbiM CEPBEPAM MOXXHO HAaCTPOUTb NCEeBAOHUMbI. ONna
3TOro cos3ganTe ansi HaCcTpoeK:

touch ~/.ssh/config

3anonHuTe ann, ykasas ncesgoHmm (Alias) n napameTpbl NOAKOYEHUS, CneayoWwmnMm
obpa3zom:

Host <Alias>
Hostname <IP-agpec_wnu_FQDN_cepBepa>

User <iIMa_nosb3oBaTena>
IdentityFile <nyTb_no_3akpbITOro_kswo4va>

MocnenoBaTeslbHO MOXHO YKa3aTb HECKOJIbKO MNCeBAOHUMOB. B fasbHenleM MOXXHO
OyneT noakntoY4aTbCs ToNbKO Mno Alias:

ssh <Alias>

Windows

YcTaHOBKa ssh

Y106bbl ybeantbcsa, 4To kKnmeHT OpenSSH yxe yctaHoBneH, B Windows 10 BbINonHUTE



cnepylouwme oencTeuns:

OTkponTe KomaHpHyto cTtpoky unan PowerShell: Haxmnte Win + R, BBegute cmd
(nns koMmaHAoHOW cTpoku) unu powershell, 1 HaxxmuTe Enter.

B OTKpbIBLUEMCS OKHE BbINOJIHNTE KOMaHAy:

ssh -V

Ecnn B oTBeTe byneT oTobparkeHa Bepcusa KAmMeHTa, 3Ha4nuT OpenSSH y)xe yCTaHOBJIEH.
Ecnn OpenSSH oTcyTcTByeT, ero MoxxHo Aob6asuTb 4epes HacTpomkm Windows. [Ons
3TOro:

1. OTkpownTe NapameTpbl Windows.
2. MNMepengnte B pasgen NMNpunoxxeHusa n [ ONOJSIHUTESIbHbIE KOMMOHEHTHI.

& MNapamerpu =] X

iy nasxan [—lpI/U]D)KEHMR N BO3IMOXHOCTK

I | | Beifop pacnonoxeHus Ana noaydeHus OMYICTEYIOLnE NEpauerpH

NPUACKEHUIA

MNpwuaoxkenna

VCTaHOBKa MPURCHAEHNA MCKRIOUMTENBHO 13 Microsoft Store nomoxet
33LUMTHTE BaLLE YCTPORCTED Cnpaeka e Mutepuete

= MNpUAcKEHHA M BOIMOXHOCTH
W3 moboro mecta

220 TIPMACKEHKA NO YMOAUIHNKD

M AsTOHOMHEIE K3PTEI anIIO)KE‘HI/ISl 1 BO3MOXHOCTHA

[ Mpuaoxenna gna seb-caiTos

N BocnpouseegeHue snaseo
Movck. COPTWPCEKE M GUALTPALIMA MO AMcKkam, HTobel yaannTe man
5 Agrosarpysra REPEMECTATS NpWNOHEHME. BuIBEpHTE €7D & CniCKe.

Coprvposka: Mima TuneTpoeaTs no: Bee gnckn

3. HaxxmuTe Ha [lo6aBuTb KOMNOHEHT 1 Bbibepnte OpenSSH Client.

CreHepupyinTe KoY yTunamtTon ssh-keygen:

ssh-keygen -t rsa

YTunuta WHGOPMUPYET O KaTasore pasMeLLleHUss CreHepupoBaHHbLIX KIlOYeNn.
KaTanor MO)XHO M3MEHUTb, YKa3aB Apyro NyTb (He peKkoMeHayeTcs):

Generating public/private rsa key pair.
Enter file in which to save the key (C:\Users\admin\.ssh\id rsa):

Hanee 6yneT nNpeannoXXeHo YCTAaHOBUTb Maposib Ha KWWY A0S 3alWuTbl OT
HECaHKLUMOHUPOBAHHOIr0 A0CTYyNa TpeTbux nAuy. Onumsa He aBnseTcs oba3aTesnbHON.
Ecnu ocTtaBuTb none nycTbiM, Naposb He ByaeT yCTaHOBNEH:

Enter passphrase (empty for no passphrase):




Mocne 3TOro NPOUCXoanNT reHepauma Kno4ven. Mo 3aBeplueHUn npouecca reHepaunm
OyoyT yKasaHbl KaTasnoru xpaHeHus id_rsa (npuBaTHasa 4acTb Kawo4a) un id_rsa.pub
(ny6bnn4Hasa 4YacTb Kato4a).

NMepepaya OTKPLITOX HacCTU KJIl0O4A Ha cepBep

OTKpbITYIO 4YaCTb KJl04a nepefanTe Ha cepBep nNpu noMowm yTunnntbel ssh-copy-id
B popMaTe Buaa:

ssh-copy-id -i <nyTb_[o_knw4a> root@<IP-agpec _cepsepa _wuanm FQDN>

Hanpumep:

ssh-copy-id -i C:\Users\admin\.ssh\id_rsa.pub root@192.168.100.61

Mpn nepBoM NOAKAOYEHUN K cepBepy byaeT npensiodXeHo MpoBEPUTb OTMNeYaToK
kntoda fingerprint. 1ng noateepxaeHnsa Habepute yes. OTnevyaTok Kio4da byaneTt
coxpaHeH B (pann ~/.ssh/known_hosts.

The authenticity of host '192.168.100.61 (192.168.100.61)' can't be established.
ED25519 key fingerprint is
SHA256:930eMFb4bpE4SMd39cH5QqShw3yFmMXi4Wh5VfS260g.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Hanee 6yﬂ,eT npenysio)KeHo BBeCTW Naposib nosb3oBaTend root xocTa:

root@192.168.100.61's password: <napoJsib_root>

Mpn HeJoCTyNHOCTU YyTUANTbI ssh-copy-id, MOXXHO BbIMOJIHNTb:

type <nyTb_pno_knw4da> | plink.exe root@<IP-agpec_cepsepa_nau_FQDN> -pw
<Maponb_ansa_nonb3osatensa> "umask 077; test -d .ssh || mkdir .ssh ; cat >>
.ssh/authorized keys"

BbIMONIHNTE NPOBEPKY NOAK/IIOYEHNS K CepBepy C MOMOLLLLIO KOMaHObl BUAA:

ssh root@<IP-agpec_cepsepa>

PuTTY

YcTaHOBKA

Ons Havana 3arpysute PUuTTY c opuumanbHOro canTa M yCTaHOBUTE €ro Ha CBOW



NK. PuTTYgen noctasnseTtcda B koMmrnsekte ¢ PuTTY.

NeHepauua SSH-knw4a

YT106bl Co3aaTb SSH-kOY ¢ nomoulbio PUTTYgen, HY)XHO BbIMOJHUTL Clleaytolimne

Larn:

1. OTkpounTe nporpammy PuTTYgen.

2. B pa3sgene Parameters BbibepuTte TUN kaoYva (Hanpumep, RSA), n 3apante ero

OJIHY.

3. HaxxmnTte kKHOMkKy Generate 1 nepemMellanTe Kypcop MbIlIX B MyCcTOM noJsie
OKHa [/ CO3[aHUA CJlyYalHbIX AaHHbIX - 3TO HeobxoAuMOo Ons yCUNeHUs

KpunTorpanyeckon CTOMKOCTU KJItoYa.

f PuTTY Key Generator
File Key Conyersions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

EsnT=a

NEQwPJIUGYYDOfyINg Yk VRVPex/SwozzQEaEJb WdHwWQ

AB3NzaC lyc2EAAAADAGABAAABACGCzh 1aho TlkdacXLj TKS Ugw 728k RcS 20F 1iGwexhvwb 5LiZa BAuOF
9eK3591J0RJg85eA/PYU+hLmzalCh SbGUNhF 1fFMMg330boRgn 75Eq

gOxRPOHgwx4 7m TYT Tqur36lGeHi 8+ 5adargBeP Xg3ZziEax Twl TeGMYNEBk 7VoV yeds\W

Wi

Key fingerprint: |ssh 1sa 2048 SHA256:GW Yk A& 9CalETZ5QgUI966d SovIANGdB0WdbNsDiE

Key comment: sakey-20251118

Key passphrase: |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
@S‘Esa O DSsA (O ECDSA

MNumber of bits in a generated key:

Save public key

Generate
Load

Save private key

(C)S5H-1 (RSA)

w8

4. CoxpaHeHHbIN KoY nMeeT apyron popmaTt. CKONUPYNTE TEKCTOBYIO CTPOKY U3
nonsa Public key for pasting into OpenSSH authorized key file.

5. Cozpgante (unnm pobaBbTe HOBYHO CTPOKY

cywecTsytlowmn)  ann

authorized_keys Ha cepBepe B nanke ~/.ssh, n BCTaBbTe cofgep>xnMoe ogHOMN

CTPOKOW.

6. CoxpaHuTe KI4YM C NnoMmoLlbio KHOMOK Save private key (Ona 3akpbiToro

knto4ya) n Save public key (015 OTKpbITOro Kst4a).

3aKpbITbIN KJH0Y OCTAETCS Ha KJINEHTe.

Ucnonb3oBaHue SSH-knwu4ya c PuTTY

YT06bl MOAKMIOYMTLCA K CEepBepy C MOMOLLbD CreHepupoBaHHOro SSH-knoua,

BbIMNOJIHNTE Ccnegywumne nencTeuns:



1. OTkponTe PUTTY, B pasgesie Session Beeaute agpec cepsepa B nose Host

Name (or IP address).

=R

Category:
=]- Session
- Logging
=1 Teminal
- Keyboand
- Bell
Features
—- Window

Appearance

<. Babhasinag i

2. Nepengute B pasgen Connection-»SSH-Auth-Credentials v ykaxxute nyTb K
BalleMy 3aKpbITOMY KoYy B rose Private key file for authentification: .

Category:
=1- Session
- Logging
=- Teminal
- Keyboand
- Bell
Features
—|- Window
Appearance
- Behaviour
- Translation
+- Selection
- Colours

Basic options for your PUuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port

(8.8.8.8 2
Connection type:

®5SSH (O Seral (O)Other: | Telnet v

T T S pr——

Credentials to authenticate with
Publicey authentication
Private key file for authentication:
|_ | Browse...
Cedificate to use with the private key:
[ | Browse. ..

Plugin to provide authentication responses
Plugin command to run

= Connection
- Data
- Proxy
=- SSH
- Kex
Host keys
- Cipher
=) Auth

oot Cancel

3. YKaxxute wnMAa nonb3oBaTensd, OT WUMEeHU KOoToporo OyaeT npom3BOOUTbLCSA
noakno4deHne. na storo B pa3sgesie Connection-Data B nosne Auto-login
username nponuwnTe UMs Nosib3oBaTens.

Bbl MOXKeTe MoAKYMTLCA Cpa3y, HaXKaB KHOMKY Open nan COXpaHUTb Kak Ceccuto,
4T0Obl B fasibHENLIEM MCMNOJIb30BaTb COXPaAHEHHbIE MapaMeTpbl.

Ona coxpaHeHusa ceccun nepenauTe B pa3nen Session, B nosie Saved Sessions
BBeAUTE M4, KoTopoe byaeT oTobparkaTbCA B CNMCKE N HAaXKMUTE KHOMKY Save.
YT106bl OTKPbLITb HEOOBXOAMMYIO CECCUIO, BbIAENNTE €€ B CMNCKE U HAa)KMUTE KHOMKY
Load, 3aTtem KHOMKy Open unun caenamte ABOMHOM KJIMK MO WMMEHW ceccunm B
cnucke.



NcTouHuk: https://redvirt.red-soft.ru/base/knowledge-base/ssh-auth/


https://redvirt.red-soft.ru/base/knowledge-base/ssh-auth/
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