ABTOopM3auma ssh Ha xocTax No K4y
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Putty

OKpy>XXeHue

e Bepcusa PEQl Buprtyanusauuu: 7.3

PEL OC

CreHepupyinTe kKoY yTuanton ssh-keygen:

ssh-keygen -t rsa

YTunnta vHpopMMpyeT O KaTaslore pasMelleHNs CreHepupoBaHHbIX Kiato4den. Katanor
MO>XHO U3MEHUTb, YKa3aB APYron NyTb (He peKkoMeHayeTCs):

Generating public/private rsa key pair.

Enter file in which to save the key (/home/admin/.ssh/id_rsa):

Hanee 6ynet npegnoXXeHo YCTAaHOBUTb Maposib Ha KJAY Ans  3aWuTbl  OT
HECAaHKLUMOHUPOBAHHOIrO AO0CTyMNa TpeTbuMX nuy. Onums He aBnsieTcs obs3aTenbHOWN.
Ecnn ocTaBuTb Nosie NycTbiM, Naposib He ByaeT yCTaHOB/EH:

Created directory '/home/admin/.ssh'.

Enter passphrase (empty for no passphrase):

MNMocne 3TOro NpPoUCXoauT reHepauus kiw4den. o 3aBeplleHUN npouecca reHepauumu
OyoyT ykasaHbl KaTanorum xpaHeHus id_rsa (npmBaTHas 4YacTb ki4va) u id_rsa.pub
(nybnn4Hasa 4acTb Kto4a).

NMepepaua OTKprTOﬁ 4YacCTuU KJilo4a Ha cepBep

OTKpbITYIO 4acTb KJOYa nepepanTe Ha cepsep npu nomown ytunntbl ssh-copy-id B
dopmaTe BMAA:

ssh-copy-id -i <nyTb_[o_knw4a> root@<IP-anpec_cepsepa_uan FQDN>

Hanpumep:



ssh-copy-id -i ~/.ssh/id_rsa.pub root@192.168.100.61

MNpn NepBoM NOAKJIOYEHUN K cepBepy byaeT npeano)XeHo NpoBepuTb OTNeYaToK KJ4a
fingerprint. 0na noareepxaeHnsa Habepute yes. OTne4aTok Kaw4va byneT coxpaHeH B
ann ~/.ssh/known_hosts.

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/admin/.ssh/id_rsa.pub"

The authenticity of host '192.168.100.61 (192.168.100.61)' can't be established.
ED25519 key fingerprint is
SHA256:930eMFb4bpE4SMd39cH5QqShw3yFmMXi4Wh5VfS260g.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Nanee 6yneT npensioXXeHo BBECTU Maposib NMoJsib3oBaTesis root xocTa:

root@192.168.100.61's password: <napoJsib_root>

BbinonHnTe npoBepKYy noakn4YeHnAa K cepeepy € NOMoOLWbO KOMaHObl BUAa:

ssh root@<IP-anpec_cepsepa>

HacTpouka noBeaeHua KnueHta SSH

Ina ynpolweHns AocTyna K pasjiMyHbIM CepBepaM MOXXHO HAaCTPOUTb NCeBAOHUMbI. Ons

3TOro cosganTe pana HaCTPOeK:

touch ~/.ssh/config

3anonHuTe ann, ykasas ncesgoHmm (Alias) n napameTpbl NOAKOYEHUS, CAeayoWnMm
obpa3zom:

Host <Alias>
Hostname <IP-agpec_wnu_FQDN_cepsepa>
User <ima_nosb3oBatena>

IdentityFile <nyTb_[A0 3aKpbITOro_ksjaw4a>

MocnenoBaTesIbHO MOXXHO YKa3aTb HECKOJ/IbKO MNCEeBAOHMMOB. B AganbHENWEM MOXXHO
OyneT noakntoY4aTbCs ToNbKO Nno Alias:

ssh <Alias>



Windows

YcTaHoOBKa ssh

YT06bl ybeontbcsa, 4To KnmeHT OpenSSH yxe ycTtaHoBneH, B Windows 10 BbinonHuUTE
cnepyloume oencTeuns:

OTkponTe KoMmaHgHylo cTpoky win PowerShell: Haxmnte Win + R, BBeguTte cmd
(ona KoMaHaHoOM CTpokKn) nnu powershell, n HaxxmuTe Enter.

B OTKpPbIBLLEMCS OKHE BbIMOJIHNTE KOMaHAY:

ssh -V

Ecnn B oTBeTe byneT oTobparkeHa BepCcusa KAmMeHTa, 3Ha4nuT OpenSSH y)xe yCTaHOBJIEH.
Ecnn OpenSSH oTcyTcTByeT, ero MoxxHo Ao6aBuTb 4epe3 HacTpomkm Windows. [Ons
3TOro:

1. OTtkponTe MNMapameTpbl Windows.
2. Nepengunte B pasaen NMpuno>xeuma n LlonosHUTENIbHbIE KOMMOHEHTbI.

& Napamerpu =] X

() lnasuan HpI/U'ID)KEHHH M BOIMOXKHOCTK

ConyTeTeyiowme Napaverpel
| Buifop pacnonoxeHus And noayyeHus

NPUACKEHUIA

MNpwuacxkenna

VCTaHOBKA MPMAOMEHNA MCKAOUUTENLHD 13 Microsoft Store nomoweT
3BLWNTHTE BALE YCTPORCTEO. Cnpaexa e MutepHete

= MNprACKEHHA M BOSMOXHOCTH
W3 moboro mecta

IS TpuacxeHa No yMoRuaHIID

Ml ABTOHOMHEIE K3PTE! MpunoxeHna 1 BO3MOXHOCTH Yhanewue nprACXEHAl

= ONHUTENEHEIE KOMMNOHEHTE
Mpunoxexna gna eeb-cadTos

CEEAOHIMB! BBINOAHEHVA NPUNOKEHNR
[N Bocnpow3seseHue BMaeo

Mowck. COPTUPOEKE W GUASTPALIMA MO AXCKaM, HToBEI yAZNNTE MAK
F Aerozarpyzxa NEPEMECTUTE NDUNTKEHKE, BLIGEPUTE 870 B CIHCKE,

Coptvposka: Mima TuneTpoeaTs no: Bee gnckn

3. HaxxmuTe Ha lo6aBuTb KOMNOHEHT 1 Bbibepnte OpenSSH Client.

CreHepupynTe KoY yTuamtTon ssh-keygen:

ssh-keygen -t rsa

YTuanta WHGOPMMPYET O KaTasiore pasMeleHUs CreHepupoBaHHbIX KITOYEN.
KaTasnior MOXXHO U3MEHUTb, YKa3aB APYron NyTb (He peKoMeHayeTCs):

Generating public/private rsa key pair.

Enter file in which to save the key (C:\Users\admin\.ssh\id rsa):

Hanee 6yneT npennoXXeHO YCTAaHOBUTb Maposib Ha KJWY A0S 3aWuTbl OT
HECaHKLUMOHUPOBAHHOIr0 A0CTYyNa TpeTbux nuy. Onuumsa He aBnseTcs oba3aTesnbHON.



Ecnun ocTaBuTb Nosie NycTbiM, Naposib He ByaeT yCTaHOB/EH:

Enter passphrase (empty for no passphrase):

Mocne 3TOro NpoucxognT reHepauma Kioden. Mo 3aBeplueHUn npouecca reHepaunm
OyoyT yKasaHbl KaTasnoru xpaHeHus id_rsa (npvBaTHasa 4acTb Kao4a) un id_rsa.pub
(nybnn4Hasa 4acTb Kto4a).

Mepepaua OTKprTOﬁ 4acCTu KJil0o4a Ha cepBep

OTKpbITYIO 4YacCTb KJl04a nepepanTe Ha cepBep nNpu rnoMowun ytunntbel ssh-copy-id
B (popMaTe BMAa:

ssh-copy-id -i <nyTb_[o_knw4a> root@<IP-agpec_cepsepa_uan FQDN>

Hanpumep:

ssh-copy-id -i C:\Users\admin\.ssh\id _rsa.pub root@192.168.100.61

Mpn nepBoM NOAKNOYEHUN K cepBepy byneT npensiodXeHo MpoBepuUTb OTMNevYaToK
kntoda fingerprint. nga noareepxaeHnsa Habepute yes. OTnevyaTok kio4da byneTt
coxpaHeH B pann ~/.ssh/known_hosts.

The authenticity of host '192.168.100.61 (192.168.100.61)' can't be established.
ED25519 key fingerprint is
SHA256:930eMFb4bpE4SMd39cH5QqShw3yFmMXi4Wh5VfS260g.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Nanee 6yneT npensioXxeHo BBECTU Maposib NMoJsib3oBaTesis root xocTa:

root@192.168.100.61's password: <naposib_root>

Mpwn HegoCTYNHOCTU yTunnThl ssh-copy-id, MOXHO BbIMONHUT:

type <nyTb_po_knw4da> | plink.exe root@<IP-agpec_cepsepa unm _FQDN> -pw
<Maponb_ana _nonb3osatena> "umask 077; test -d .ssh || mkdir .ssh ; cat >>
.ssh/authorized keys"

BbinonHuTe npoBepKy noaka4eHnda K cepeepy C NOMOLLbLIO KOMaHAbl BUAa:

ssh root@<IP-agpec_cepsepa>




PuTTY

YcTaHOBKA

Ona Hadvana 3arpy3ute PUTTY C opmumanbHOro camnta um yCTaHOBUTE ero Ha CBOM

NK. PuTTYgen noctasnseTtcda B komrnsekte ¢ PuTTY.

NleHepauua SSH-kKnw4a

YT106bI CO3a4aTb SSH-kOY ¢ nomoulblo PUTTYgen, HY)XHO BbINOJHUTL ClleaytoLimne

Larn:

1. OTkpounTe nporpammy PuTTYgen.

2. B paspnene Parameters Buibepute TN Kno4va (Hanpumep, RSA), n 3agante ero

OJIHY.

3. HaxxmnTte kKHOMkKy Generate 1 nepemMellanTe Kypcop MbIlIX B MyCTOM noJsie
OKHa [/ CO3[aHUA CJlyYalHbIX AaHHbIX - 3TO HeobxoAuMo Ons yCUNeHus

KpUNTorparuyeckon CTOMKOCTM KJItoYa.

f PuTTY Key Generator
Eile
Key

Key Conyersions Help

Public key for pasting into OpenS5H authorized_keys file:

Esn_=a

K3591J0RJg85eA/PYU+hLmzalChSbGUOH1fFMMg330boRgn 75Eq
NEQwPJUQYYDOfyINg Yk VRVPex/SwozzQEaEJb WdHwQ
gOxRPOHgwx4 7m TYT Tqur36lGeHi 8+ 5adargBeP Xg3ZziEax Twl TeGMYNEBk 7VoV yeds\W

AAABINzaC Tyc2EAAAADAQABAAABAQCzh 1aho 1lk4acXLj TK Sk Ugw 728k RcS 20F 1iGw Bxhvwb 5 LiZja BAuOF

Wi

Key fingerprint:

|ssh sa 2048 SHAZ256:GW Yk 7y 5CalETZ5QgUIS66d JovI ANGdB0WdbNsDIE

Key comment: sakey-20251118

Key passphrase: |

Confirm passphrase: |

Actions
Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
@y)DESA (ODsA

MNumber of bits in a generated key:

() ECDSA (O EdDSA

Generate
Load
Save private key

(C)S5H-1 (RSA)

248 |

4. CoxpaHeHHbIN KoY nmeeT gpyron opmaT. CKONMMPYNTE TEKCTOBYK CTPOKY M3

rnonsa Public key for pasting into OpenSSH authorized key file.

. Cospante (nnn pobaBbTe HOBYKH CTPOKY B CywlecTBywwwun) dann
authorized_keys Ha cepBepe B nanke ~/.ssh, n BCTaBbTe cogep>XxnMoe ogHOMN
CTPOKOW.

. CoxpaHnTe KN4YM C nomoulbio KHOMOK Save private key (Oona 3akpbiToro
knto4a) n Save public key (015 OTKpbITOro Kt4a).

3aKpbITbIN KJ1H0Y OCTAeTCS Ha KJINEHTe.



Ucnonb3oBaHue SSH-knw4vya c PuUTTY

YTo6bl MOAKMIOYMTBCSA K CepBepy C MOMOWbI CreHepupoBaHHOro SSH-knwua,
BbIMNOJIHUTE Crieayouine oeNCTBUS:

1. OTkponTe PUTTY, B pa3gene Session BeBeaunTe agpec cepsepa B nose Host
Name (or IP address).

Category:
=]~ Session Basic options for your PUuTTY session
3 L_oif'ing Specify the destination you want to connect to
|
T " Host Name (or IP address) Port
- Keyboand
el 8.8.8.8 2
Features Connection type:
- Window @SSH  (OSeia ()Other | Telnet v
Appearance
... Rz e P T T R SN [P .

2. Nepengute B pasaen Connection-SSH-Auth-Credentials v ykaxxute nyTb K
BalLeMy 3aKpbITOMY KoYy B nosie Private key file for authentification: .

Category:
=I- Session ~ Credentials to authenticate with

- Logging Publickey authentication

= Teminal _ ; -
- Keyboard Private key file for authentication:

- Bell | | Browse. ..

Features Cestificate to use with the private key:
—- Window [ | B
Appearance
- Behawviour
- Translation
+- Selection
- Colours |
=- Connection
- Data
- Proxy
=-S5H
- Kex
Host keys
- Cipher
= Auth

v
oo Cancel

Plugin to provide authentication responses
Plugin command to run

3. YKaxnuTe uMa nNonb3oBaTenss, OT WUMeHM KoToporo OyaeT npou3BOOUTbLCSA
noakaodeHne. Ina storo B pasgesie Connection-Data B nosne Auto-login
username MponunNTe UMSA NoJib30BaTeNs.

Bbl MOXKeTe NoJKNYNTLCA Cpa3y, HaXKaB KHOMKY Open 1N COXpPaHUTb Kak Ceccuto,
4TOObI B Aa/IbHENLLEM NUCMONb30BaTb COXPAaHEHHbIE NapaMeTpbl.

Ona coxpaHeHusa ceccunm nepenauTe B pasnen Session, B rnosie Saved Sessions
BBEeAMTE nMs, KoTopoe byaeT oTobpa>kaTbCa B CMUCKE N HAaXXMUTE KHOMKY Save.
YT06blI OTKPbLITL HEOBXOONMYIO CECCULD, BbiAENTE €€ B CNUCKE U HAaXXKMUTE KHOMKY
Load, 3atem KHOMKy Open wuaun cpenanmte ABOMHOMW KJIMK MO WUMEHW ceccunm B
Crincke.



NcTouHuk: https://redvirt.red-soft.ru/base/knowledge-base/ssh-auth/


https://redvirt.red-soft.ru/base/knowledge-base/ssh-auth/
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