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pa3paboTKu JINLEH3NpoBaHO COBMECTUMOCTEN




Boamo)xHoctu PEQl BUPT
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YOo6HOoe ynpaBneHne xoctamu,
KrnactepamMmu,BUpPTyasnbHbIMU
MalUMHaMK U CETAMU Yyepes
eANHbIN BEG-UHTEPhENC

R,

MNopnpep>xka paboThl
C NporpamMmHo-
onpegensemMmbiMu cetamun (SDN)

2
&
BcTpoeHHble MexaHn3Mmbl

0TKa30yCTOMUYNBOCTH
1 KaTacTpohoyCcTONUYMBOCTH

5
KoHTponb notpebreHuns

PECypCcoB U MOHUTOPUHT
COCTOSIHUA MHOPACTPYKTYPbI

[ ] |
BPEACO®T
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ABTOMaTM3aLMA NPOLECCOB:
OT YNpaBneHns BUpTyasbHbIMU
MallMHaMW 40 pe3epBUPOBaHMS

el
\.O

[MbKas HacTponKa NOMUTUK
6e30nacHOCTU 1 JocTyna
K pecypcam



NHTepdenc ynpaeneHus BPECOOT

Monb3oBaTenbCKUM NHTEPPENC — MOHATHBLIN, YAOOHbBIA N YHUOULMPOBAHHbLIN
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PEL BUAPT

CTaHpapTHasa pegakuus



[ | |
PEON BUPT 8.0 WPE/COOT
% CosgaHue gomeHoB xpaHeHus NVME over FC / TCP/ RDMA

C ynpaBfieHnemM Yepes BeG-nopTtan agMUHUCTpaTopa

r="

e Mopaepxxka aByxdakKTopHOM Moppep>xka paboTbl NPOrpamMMHO-

10} ayTeHTudumKaumm (2FA) 3{ onpepensieMbix ceten (SDN)
yepes Keycloak

@ PeanusoBaH noptan /'\ AKTyanusaumsa Bepcum
o6Ccny>XnBaHusa cpegbl "V KoMnoHeHTHoI 6a3bl po oVirt 4.5
BMpPTYyanu3aumm

= C60op gMarHocTMyeckomn nHpopmaumm yepes Be6-nHTepdenc
= BO3MOXHOCTb paboTbl C WabIOHaMU BbIYNCINTENIBbHBIX XOCTOB
= [lopaboTKN B YaCTU KOPPEKTHOro yganeHnsa Tomos CX/[] ¢ XoCcToB




CeTteBas Buptyanusauusi (SDN) BPEACOOT

BbicTpoe 1 yao6Hoe nogkntoyeHme BUPTyanbHbIX MalLKH K ceTaMm [B Bepcun 8.0]

(-]
k) 45 i 5%
LleHTpanusoBaHHoOe O6beanHeHue MapuwpyTusauusa YnpaBneHue ceTeBblM
ynpasneHue BMPTYasibHbIX MaLlUH Tpaduka Tpadpukom
yepes Beﬁ-MHTepd)eVIC B lIorn4eckmne cetun Mexgy Nnorn4yeCKknmMm cetaMum N yCTaHOBKa Ol'paHVI‘-IeHVIVI

C narmHaumemn, MoOUCKOM
n GunbTpaunen

f'\ —_>
N W — @7
[ &e
be3onacHasa pa6oTa KoHTponb gocTyna MukpocermeHTauums
Ypo6Hoe API y . .
A KOHTPONMPYEMDblit K MAC- u IP-agpecam rméKas HacTpoiika CeTeBON
C BO3MOXHOCTbHO N 6e30nacHbIn goctyn apPeKTUBHOE ynpaeneHue VIH(])paCprKTypbl
elaneli ez Be Llalal el i=(E(Eel BUPTYasbHbIX MaLLKH aflpeCHbIM NPOCTPaHCTBOM no yposHam L1-L4
yepes nHTepdenc K KOpnopaTUBHOW CeTu C 3aLMTON OT MOAMEHbI

agpecos



Mopaynb aBapunMHOro BOCCTaHOBJIEHUSA RPEACOOT
Moaynb aBapunHoro

Mogaynb He BXOAMUT B CTaHAAPTHYIO
F\J penakumio U NMLEeH3NpyeTCs OTAENbHO
BOCCTaHOBJ1IeHUA MO3BOJIdAeT.

AononHnTeNbHbIN MOAYb = HacTpauBaTb aBTOMaTM4eCcKoe

K nnatpopme PE[ BUPT, nepeksItoUYeHne pennmkaumoHHbIx nap CX
A5 aBTOMaTU3NPOBaHHOIO = Cco3[aBaTb MNnaHbl aBapUNHOro
aBapuMHOro BOCCTAHOB/EHWSA BOCCTaHOBJIEHUSA

BUPTYasnbHOWM = YNpaBnsATb NpMopuTETOM 3anycka BM
NHPPaCTPYKTYpbI. = pa6oTaTb C 6NOYHBIMU XPaHUAULLAMMU

= HacTpausaTb IP-agpeca BM nocne nepeesaa el .

O6ecneynBaeT GbICTPOE

BOCCTaHOBJ/IEHWNE BMPTYabHbIX Bupeo-pa36op pa6oTbl MOAynst
MalLlMH U CEePBUCOB NpU cHoAX, B opuuManbHbix KaHanax PEQ CODT:
OoTKasax 060pynoBaHUSA UIn

aBapusax — 6e3 0CTaHOBKM

GM3HEeC NPOLIECCOB.



https://vkvideo.ru/playlist/-91067879_4
https://rutube.ru/plst/398345?r=wd

Co3pgaHue JOMeHOB XpaHeHuUs BPECOOT
NVME over FC / TCP/ RDMA uepe3 Beb-nHtepdeuc

X B Bepcun 7.3 npotokon NVME
over FC akTuBupoBancs
CO CTOPOHbI XOCTOBOW
onepaumMoHHON CUCTEMDbI

[Newouuin Import Damain | | Manage Domain | | Remove | §
353 <ls |

pace(GB)  Guaranteed Free Space (GB)  Master Priority
8468 Normal
Al WA

v BBepcun 8.0
€ro MOXHO Bbl6paTh
B Be6-naHenmn
agMUHUCTpaTopa




MpoTtokon NVME over FC noka3sbiBaeT BPECORT
ABYXKpPaTHbIN MPUPOCT B CKOPOCTU paboTbl

CpepHsasa CKOPOCTb YTeHUs CpepHsii CKOPOCTb 3anucu

3000 2500

2500

2000
2000 /\/

1500

MB/s 1500 MB/s
1000
1000
500 500
0 0
WamepeHue 1 Mamepenme 2 Wamepehne 3 Vamepenue 4 WamepeHue 1 WamepeHue 2 MamepeHue 3 Vamepenue 4
dkcnepTtamMmu U3Mepsannchb nokasartenu paboT BbiCOKasi CKOPOCTb 3arnncu U YTeHUs obecrneyunT
no npotokonam ISCSI u NVMEoF. KOM®OPTHYO paboTy NoJsib3oBaTesien BUPTYyabHbIX MaLUWH

¥ NOBNMSAET Ha O6LLYH OT3bIBUMBOCTb CUCTEMBI
CKOPOCTb YTEHMA U 3aMNnUCK AAHHbIX BHYTPW BUPTYanbHOWM
MaLUVHbl IeMOHCTPUPYET ABYXKPaTHbIN POCT Yyepes
NVMEoF Ha 6a3e CX/[ TATLIN.UNIFIED



MpoTtokon NVME over FC noka3sbiBaeT BPECORT
ABYXKpPaTHbIN MPUPOCT B CKOPOCTU paboTbl

Konuuectso IOPS (BM) 700
600
500
onepauumi
BBOfa/BbiBOAA 400
B CEKYH,
yHay 300
200
100
0
MNamepenue 1 MNamepenue 2 MNamepenue 3 Mameperue 4
3amepsbl konn4yecTtsa IOPS npu nogknNtovYeHUn Hanpsamyto [Tonb3oBaTenb CMOXET BbINOSIHATb MHOXECTBO Pa3fIMyHbIX
(npsAmMas NuHKUS) 1 Npu padoTe B BUPTYyanbHOM MallnHe onepauui napannensHo Npu paéoTe Ha BUPTYaribHOW MalluHe,
(nyHkTMp). Konnyecteo IOPS Ha 6a3e npotokona NVMEoF npwv 3TOM He UCTbITbIBag HeoCTaTKa B CKOPOCTAX U

npesbicuno ISCSI B 2,5 pa3za OT3bIBYNBOCTU CUCTEMDI



MopTan o6cnyXuBaHus cpeabl BUpTyanusaumm BPEACO®T

MosBonsieT ynpaensThb:

aa

v NpoLeccom O6HOBMEHUS PR ——
XOCTOB M engin e CocTontme cuoTensl Obujee KoHdpurypauua CepTudukarsl
MeTpukn

v pe3epBHbIM KONMMPOBaHNEM _ _ Q Movci o Hassatuio WK oncawio o

HacTpoeK KoHbUrypaumum iy e e N =

MakeTHbIH MeHeDKep

. — MaxVmNameLengthSysprep =
v COCTOAHMEeM CJ'Iy)K6b| englne PeaepBHbie Konu MarcumansHan AnuHa umen BM, paspewehan 8 Sysprep
Cetn MaxRerunVmOnVdsCount 5
M sanycxa BM Ha xocTe =

V 3a I-Iy LLl'e H H bl M M ¢O H o B bl M M Ayane DefaultMaximumMigrationDowntime
M: B Pt MOXeT 61 yNHa 80 =
3a4aHnAMM e o

IsincrementalBackupSupported
Brtounts Y
ToAAEPKKA OEPaLIHM HHKDEMEHTHOTO PE3EPBHOTo KonHpoBaHKA Ans BM

LiveSnapshotAllowlnconsistent

BitiounTs -
BM py bl Freeze

LiveSnapshotFreezeTimeout =

MaKCHManbHOE BPEMA OXHAAHNA KOMaHAL! Freeze NP CO3AAHM CHUMKA BE3 y4&Ta NAMATH (8 :

MMHyTaX)

LiveSnapshotPerformFreezelnEngine
BrliounTs -

BuinonHeHue KoMaHA Freeze u Thaw Ha CTOPOHe ABMXKKA

LiveSnapshotTimeoutinMinutes .
M: PEMA OKUAAHNA onepauun (8 MUHYTaX)

Pepnaktuposars
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PEO BUPT

CepTudunumupoBaHHasi pegakums

PasBopauuBaeTcs

Ha 6a3e PE[1 OC
cepTudULMpoBaHHOMN
peaakuum

Ceptudpukar ®CTIK Poccum

Mpodunb 3awmtbl UT.OC.A4.13
N24060 ot 12.01.2019 r.

\f

CooTBETCTBYET TPeGOBaAHUAM
no 6e30MacHoOCTH
MHPOpPMaLMK K cpeacTBam
BUPTyanusauum

Mpukas ®CTIK Poccum
oT 27 okTa6psa 2022 r. N 187

[ ] |
BPEACO®T

Mnatdopma PEL BVPT o6ecneunBaeT 3alUmTy BUPTYanbHOM
MHOpPacTPyKTypbl, 06pabaTbiBatoLLen nobyro nHGopmMaLumio
OorpaHvyYeHHoro goctyna

Bnarogaps yeTBepTOMY ypoBHIO foBepuss ®CTIK
MOXXeT NMPUMEHATbCA ANA 3almUTbl MHGOPMaLMK:

rMcKi1 | YpoBeHb goBepusa 4 Focynpasnexue
Mpukas ®CTIK N217 o1 11.02.2013r.
KWW 1-omn kaTeropum saHa4MmMocCTH LU
Mpukas PCTIK N231 o1 14.03.2014r. Hedreras
Mpuka3s ®CTIK N2239 o1 25.12.2017r.

TpaHcnopT

FopHopgoGbIBatoLas

oTpaciib
MC”,D,H Y31 ®uHaHCbI
Mpukasbl ®CTIK N221 o1 18.02.2013r. 3[paBooXpaHeHue



BbinonHeHue Tpe6oBaHMM NO 3aLiuTe BPECOOT
cpepbl BUPpTYyanmsauum

©
©

OO O

Tpe6oBaHusa Peanusauua mepbl
3CB.1 NpeHTudukKauma n ayteHTMPUKaLms Cy6beKToB [OCTYNA U OGbEKTOB A0CTYMa B BUPTYasibHOM
MHPpPaCTPyKType, B TOM YUCe afMUHUCTPATOPOB yNpaBieHus cpeAcTBaMy BUPTyanusaumm
3CB.2 YnpaBneHue A0CTYNOM Cy6beKTOB A0CTYyNa K 06bekTaM JOCTyna B BUPTYalibHOW MHPACTPYKType, B TOM
yncrne BHYTPU BUPTYanbHbIX MaLIWH
3CB.3 Perucrtpauusi co6biTUiM 6€30NacHOCTU B BUPTYyallbHON MHPPACTPYKType
3CB.4 YnpaBneHue (dunbTpauus, MapLupyTU3aLus, KOHTPONb COefMHEHUs], OQHOHaNpaBneHHas nepegaya)
notokamv MHGoOpMaLMm MeXay KOMNoOHeHTaMu BUPTyanbHOW MHGPACTPYKTYpPbI, a TaKXKe Mo NnepumeTpy
BUPTYanbHON MHPPACTPYKTYPbI
3CB.5 [loBepeHHas 3arpyska cepBepoB BMPTyanunsauum PeanunsyeTtca HanoXeHHbIMKU cpeacTBamMm
3awmTbl nHdopmaumm (vGate)
3CB.6  YnpaBneHue nepemMeLieHUeM BUPTYasnbHbIX MalWKWH (KOHTEMHEPOB) M 06pabaTbiBaeMbIX Ha HUX JaHHbIX
3CB.7 KoHTpoOnb LenoCTHOCTU BUPTYallbHOM MHPPACTPYKTYPbl U €e KOHOUrypaumm
3CB.8 PesepBHOe KONMpoBaHWe flaHHbIX, pe3epBUpPOBaHME TEXHNUYECKUX CPeACTB, MPOrpaMMHOro o6ecneyeHus
BUPTYanbHON MHPPACTPYKTYPbI, @ TaKXKe KaHanoB CBA3WN BHYTPU BUPTYasibHOW MHPPaCTPYKTYpbl
3CB.9  Peanusauus n ynpaBneHve aHTVBUPYCHOW 3alLUTON B BUPTYanbHON MHOPACTPYKType PeanunsyeTcs HanoXeHHbIMU CpeacTBaMu
3awmTbl nHGopmauun (Kaspersky Security)
3CB.10  Pa36ueHue BUPTyanbHOM UHPPACTPYKTYPbl HA CErMEHTbI (CerMmeHTUpPOBaHUE BUPTYasibHON MHPPACTPYKTYpPbI)

ANns 06paboTKM NePCOHaNbHbIX AAaHHbIX OTAENbHbIM Nosib3oBaTenem u (unum) rpynnoﬁ nosnb3oBaTtenemn



,D,OpO)KHaFI KapTa PEQ BUAPT BPEACOOT

3 kBapTan 2026 4 ksapTtan 2026

Penns PEQ BUPT 7.3.4

| 4

Penns PEQ BUPT 8.1.0

Moppep>kka paboTbl NporpaMmMHoO-
onpepenseMblx ceten (SDN)

Pa6oTa c WwabnoHamMun BblYUCAUTENBHbIX
XOCTOB

Co3spgaHune gomMmeHoB xpaHeHuss NVME
over FC / TCP/ RDMA |c ynpaenenuem
yepes Be6-nopTan agMUHUCTpaTopa
MexaH13M KOPPEKTHOro yganeHus
TomoB CX/[] ¢ xocToB

OGHOBNEHNE OCHOBHbIX KOMMOHEHTOB
[0 aKTyanbHbIX BEpCUM

= BcTpoeHHbin DHCP-cepBep gnsi BUpTyasbHbIX MalLWH

= [Nopnepxka 3epkanmpoBaHus Tpadurka ns/B BupTyanbHble MawmHbl (SPAN,ERSPAN)

= MexaH13M pe3epBHOro KONMMPOBaHUSA HAaCTPOEK NporpaMmMHo-onpeaensemblx ceten (SDN)

= Co3faHue pecypcCHbIX Nynos

= Bbinyck co6cTBeHHOro nposangepa Terraform

= TemHas Tema nHTepdenca

= JKuBasa Mmurpaumsa BUpTYyasbHbIX MaWWH MexXxay gaTta-UueHTpamMmu 6e3 obLwero XxpaHunmiwa

= KacTtoM-aTpubyTbl B TaBNMYHOM YaCTU CIMCKa BUPTYasbHbIX MaLUnH

= [Mogpep>kka BNOXEHHbIX rpyrn BUPTYanbHbIX MalUWH C HacnefoBaHMEM npas

= Pa6oTa ¢ MHKpPEMEHTHbIMW pe3epPBHLIMWU KOMUAMW BO BCTPOEHHOM MOAyfe pe3epBHOr0 KONMMpoBaHUs

[.oNoNHUTENbHbIN MOAYb

L 4

= MexaHun3m gy6nMpoBaHusa BUPTYanbHbiX MawnH Hosted Engine




Cxema nuueH3upoBaHua PEQ BUPT BPEcosT

JlnueHs3ua Ha PE] BUPT BkniovaerT:
MNMpaBo ycTaHOBKU Ha 1 cepBep He 60J/1ee 2 COKEeTOB

Py
QO N7

(gl 1cepBep ¢ 2 cokeTamu 1cepBep c 4 cokeTamu
HeOI'paHVILIeHHbIVI CpoOK HeorpaqueHHoe
,El,el7ICTBVIF| NnueH3nun KONn4ecTBO

BUPTYalibHbIX MallWH | |

S\

MapaHTUHOE obenyXmneaHue 1/2/3 roga

(cTaHpapTHOE MNK pacLluMpeHHoe)
OpHa nuueHs3us JBe nuueH3uu



BPEACO®DT
TexHuyeckas nogaepxka =

CTaHpapTHbIN

KoHcynbTUpoBaHue no TenedoHy
(6ecnnaTtHo Ha TeppuTopun PP)

bes orpaHquHMﬁ Ha KOJIN4eCTBO 3arnpocoB

Mpuém n o6paboTka obpalieHun ¢ 9:00 go
18:00 (MCK) no pa6ouvMm gHAM

Pernctpauus yepes noptasn TEXHUYECKOM
NoAAEPXKM oBpalyeHun 24/7

(© Bpewms peakumu:

Huskun - go 2 paGoumx gHen
HopmanbHbIN - 1o 8 pa6ounx yacos
Bbicokuii - 2 paboumnx yaca

CpouHbIn - 1 pabounn yac

PacLunMpeHHbIn

Pe>xxum 06paboTku o6palleHnin — 24/7 pna «CPOYHOro» YPOBHSA KPUTUYHOCTH
BblgeneHHbIN UHXEHEP TMHUKM TEXHUYECKOW NoJAEPXKKM

YpaneHHoe nofkntodeHne K MHGpacTpyKType nonb3oBaTens Afa peLleHns obpalleHus
KoHcynbTupoBaHue no TenedoHy (6ecnnaTHo Ha Tepputopun PO)

be3 orpaHn4eHun Ha KONNMYECTBO 3aMNpPOCoB

Mpuém n o6paboTka o6patyeHuin ¢ 9:00 go 18:00 (MCK) no pa6ounm OHAM

PerncTpauus 4yepes nopTan TEXHNYECKON NOAAEPXKKN obpaLleHun 24/7

(© Bpems peakumu:

Husku - go 8 paboumx yacos

-

HopmanbHbI - 4 paboymnx Yaca
Bbicokui - 2 yaca

CpouHbIn - T yac \/ /



Yue6GHble Kypcbl PELL COOT BPEACODT

70+

aBTOPU30BaHHbIX
YYeOHbIX LLeHTPOB
OEeNCTBYIOT

Ha TeppuTopun PO

[MonHbIM cNUCOK
YUYEOHbIX LLeHTPOB

MoarotoBKa agMUHUCTPATOPOB
M nonb3oBaTesien No nporpamMmme:

«PEQ BUPT»

*
O ® 1
dunctaHuMoHHOEe O6y4yeHne npoBoasT Mo OKOHYaHUK 0BYYEHUSs
cepTMduUUNpPOBaHHbIE BblOAETCA cepTudukar

N OYHOE 06Yy4YeHune
npenogasatenu PEL CODT o6pasua PEL COOT



CoBMEeCTUMOCTb CO CTOPOHHUMMU peLleHUaMU BPECOOT

CpepcTBa 3aWmThI Cuctembl pe3epBHOro CneuuanusnpoBaHHoe CepBepbl
UHPopMaLUn KOMUpPOBaHuUs no U CUCTEMbI XPaHEHUS AaHHbIX
ofjn < v
kaspersky uir' UserGate e D\NERO #% VICKPA ‘CL m. E2UTINET
SDrWEB®  infotecs chin  QRuBackup (@) polylog oTp AGUARIUS tech @ e
o e naboparopwua \
G5 Selhcvoor  EIQHOMABT O uiichires ‘DaraPy A RELTA ‘rsm
= A"@ O TERMIOESK  :ntelsource ATP”H”TM M vroepur BAL:?"
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MonHbIA CNMCOK COBMECTUMOCTEN
https://redos.red-soft.ru/product/red-virtualizatsiya/



Kewnc ucnonb3osaHua PE[] BupTyanusauumu | | |
A Bupty H BPEACOO®T

PoccUUCKUN cenbCKOX03ANCTBEHHbIN 6aHK

[
I PCXB B pe3ynbTaTe TeCTMpoBaHUS NOATBEPXKAEHA OTKA30yCTONYMBOCTb
N COBMECTUMOCTb anmnapaTHOro o6ecneyeHus

Poccenbxo3baHka n PE[] BUPT

Mwurpaums BUPTyasbHbIX CepBEPOB
5 O O + n3 VMware Ha PE[] BUPT
TexHnyeckas UHTerpaums c CyLIeCTBYOLLEN CUCTEMON PE3EPBHOMO

XocTtos PE[l BUPT -
KonupoBaHNA 6aHKa

= Pa3paboTka KOHHEKTOPOB 4151 UHTEerpauum c cucTemMom MOHWUTOPWUHIa

=« [poBeaeHo 06yYeHne CoOTPYAHUKOB



Kencbl ucnonbsosaHua npogykros PEL COPT

Poccunckum HauuoHalbHbI KOMMep4YeCKUN 6aHK

[ ] |
BPEACO®T

pl-ll(5 KpynHenwun 6aHk Pecny6nukun Kpbim u ropoga Cesactonorsb
_ Bxogun B Ton-30 cpeamn pocCUNCKUX GAaHKOB Mo aKkTUBaM [0 uHTerpauum ¢ BTb
Mpeanocbinku: Pe3ynbTaTbl BHEApPEHUS:

= BBepgeHune cankuum otHocutenbHo PHKE B 2014 . ? MUrpaLmsi BUPTYanbHbIX 1 O O +

= VI3MeHeHus B HOpMaTMBHO-MPaBoOBOW 6a3e cepBepos u3 cpeabl VMware
= OTCyTCTBME TEXHUYECKOM NOLAEPXKKM U OOHOBNEHUI Ha PEL] BUPT XOCTOB
oT VMware PEL BUPT
r;? O6ecneyeHa COBMeCTUMOCTb
|__|'/‘ NCcrosib3yeMblX 6aHKOM

Tpe6oBaHUA 3aKa3yvyuKa : onepaumoHHbIX CUCTEM
= Hannume TEXHUYECKOWN MOOLEPXKKN C HOBOW Cpenou B1pTyann3aumnn 2 5 O O +
= BblCOKas KBanuduKaLmsa NHXKEHEePOB BeHA0Pa OO BeclioBHas
=]
MaKcuUManbHas apPeKTUBHOCTb NP UCMOJb30BaHUN )
) i P t—) wwrpauns 2500 pa6oumnx MecT

“MetoLLerocsi 060pyLoBaHUs
» O06ecrneyeHne 6e30TKa3HON PaboTbl C MUHMMAbHbBIM
BPEMEHEM MPOCTOs BUPTYasbHbIX MaLLIMH

BUPTYalbHbIX MallNH Ha PED, oC



KOHTaKTbl A1 CBA3U

PELQ COOT

red-soft.ru
info@red-soft.ru

sales@red-soft.ru
presale@red-soft.ru

PEQ BUPT
redvirt.red-soft.ru

@redsoft1



